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COMPUTER STORAGE DRIVES HAVE A LIMITED LIFESPAN

1. COMPUTER STORAGE DRIVES HAVE A LIMITED
LIFESPAN

Computer storage drives, both HDDs and SSDs, have a limited lifespan.

HDDs can develop problems with their disk surface when the read/write heads
crash into their disks due to shock or when dust particulates scratch the sur-
face of the disks after being batted around by the fast-rotating actuator arm.

When drives overheat or their mechanical components wear down, HDDs may
also develop problems with their moving mechanical components, such as
spindle motors.

Degraded flash memory cells, each capable of only a limited number of writes
before they become unusable, can cause problems for SSDs.

Both kinds of drives utilize controllers that manage communication with the
host as well as intricate circuitry. These are susceptible to breakage when
power surges occur.

Data reveals that drives do indeed fail over time.

Recent data from Backblaze [1] revealed an annual failure rate of 1.47% for
drives from datacenters typically housed in air-conditioned rooms. In 2023,
ULINK'’s analysis revealed that drives from QNAP NAS units experienced a
failure rate of 1.49%, resulting in their removal from the NAS due to RAID dete-
rioration.

A study by Meta [2] found that the three drive models examined had higher
failure rates as the drives aged.
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2 THE DA DRIVE ANALYZER

2. THE DA DRIVE ANALYZER

The DA Drive Analyzer is a tool that you can use to anticipate when a
drive is nearing the end of its life.

To deal with the reality of drive degradation and failure, both in controlled
lab-like environments as well as home environments, ULINK Technology has
developed a tool to predict drive failures and, more broadly, to monitor drive
health metrics for signs of problems.

The DA Drive Analyzer, a commercially available tool, is compatible with more

than 99% of commercial drives. DA Drive Analyzer has features to help both
everyday users and advanced users keep track of their drives’ health.
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DA DRIVE ANALYZER FOR EVERYDAY USERS

3. DA DRIVE ANALYZER FOR EVERYDAY USERS

Everyday users will benefit most from monitoring DA Drive Analyzer’s main ma-
chine-learning-based (ML-based) Drive Health Predictions. This feature simply
labels each drive’s health status as either healthy, moderate risk, or severe risk.

By showing users the status of each drive, uncomplicated by additional de-
tails, users can decide in a simple way whether a drive is at risk of failure in the
near future or not.

ULINK’s main machine-learning algorithm generates the following statuses:
o A Healthy (or Normal) status drive is unlikely to fail in the near future.

« A Moderate-Risk (or Warning) status drive has a 70% chance of failing over
the next 6 months.

» A Severe-Risk (or Critical) status drive has a 90% chance of failing within the
next 6 months.

3.A. NAS App

If you are a NAS user, the quickest way to see the main ML-based Drive Health
Predictions is to open up a DA Drive Analyzer NAS App, such as the DA Drive
Analyzer App for QNAP NAS.

Installation

For detailed instructions on how to set up and license a DA Drive Analyzer on
a QNAP NAS, see https://www.gnap.com/en-us/how-to/tutorial/article/how-to-
set-up-ulink-da-drive-analyzer-on-your-gnap-nas.

For detailed instructions on how to set up and license DA Drive Analyzer on
other supported NAS devices, see our Help Center at
https://ulinktechda.zendesk.com/hc/en-us.

Open the Overview Page.

Once you’ve finished setting up the app and its licenses, please wait 24 hours
for predictions to generate. The color-coded ML-based Drive Health Predic-
tions are typically located on the app’s main page.
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d) DADrive Anal.. X

DA Drive Analyzer

B DA Drive Analyzer (% BuyLicense )

Overview Email alert: Activated &

) DA Drive Analyzer Enclosures: 1, Drives: 9 (HDD: 8, SSD: 0, NvMe: 1) @)

Faulty Critical Warning
(90% risk of failure) (70% risk of failure)

0 0 1 7 1

@ Important: Review Drive Status  Drives: 1 (Faulty: 0, Critical: 0, Warning: 1) License

Normal Unlicensed

Drive (Enclosure) ™ Status WY Manufacturer Capacity Total activated licenses: 15
3.5" Slot 4(Host NAS) Warning Seagate 7.287TB

» Valid licenses: 2
» Expired licenses: 0

Total activated license seats: 8

« Total used seats: 8
« Total unused seats: 0

License Seat Assignment>>

Color-coded ML-based Drive Health Predictions

The example above shows that a single drive in our NAS has a Warning
(At-Moderate-Risk) prediction. This lets us know that the drive may be at risk

of failing in the near future. We can also see the offending drive’s serial number,
which is in slot 4 of our NAS.
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DA DRIVE ANALYZER FOR EVERYDAY USERS

2) DADrive Anal. X

DA Drive Analyzer

B o4 brive Analyzer (mmieme)

Drive Prediction
CD Drive Information

Slot Protocol @) Status Threshold A..  Manufacturer Model Serial Number
35" 2 SATA @ Normal = Seagate STBO00VNDD22-2EL11 ZATCWMYE
35" 3 SATA @ Normal - Seagate STBO00VNDD22-2EL11 ZATCWXAP
35" 4 SATA @ Warning 7 Seagate STB000VN0022-2EL11 ZATCWEPD
35" 8 SATA ® Normal = wbC WDB0EFAX-68KNBNDO VAGXXMZL

Qe & QATA & NAarmal = wnr WNRANEEAY.AAKNRAN VARVACDI

Host NAS(TVS-871) |dh Drive Life Prediction Score @ Threshold Alerts (Last 7 Days)

c21a.myqnapcloud.com

Total alerts: 6
Threshold % Alert Date N Details ™

I I I I I I I I Number of Reallocation Logical Sectors 2024-03-16 View details

Number of Reallocation Logical Sectors 2024-03-17 View details

Number of Reallocation Logical Sectors 2024-03-18 View details

Drive information with their respective Serial Numbers.

With this information in hand, we have identified vulnerable drives and are in a
better position to protect our data from loss.
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4. DA DRIVE ANALYZER FOR ADVANCED USERS

4.A.

Advanced users may wish to go beyond the basic drive health predictions pro-
vided within the DA Drive Analyzer.

DA Portal

Advanced users can explore features such as the Symptom Radar Chart,
Threshold Alerts, and Fault Alerts. They can do so from within our online dash-
board, DA Portal (accessible from the menu of DA Drive Analyzer’s homepage
at https://ulink-da.com).

Symptom Radar Chart

The Symptom Radar Chart is an ML-based feature within DA Portal that allows
users to see which of five health metric groups are showing signs of deteriora-
tion. This allows you to quickly narrow down which symptoms may be causing
drive deterioration—something the main ML-Based Drive Health Prediction
mechanism cannot do at this time.

You can also think of the Symptom Radar Chart as an additional drive failure
prediction mechanism, in which the lowest symptom score among any of the
symptom groups represents the decile survival rate over the next year.
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DA DRIVE ANALYZER FOR ADVANCED USERS

To see this feature, log in to the DA Portal.

/gnap.ulinkda.com/|c

3 DA Drive Analyzer

QNAP Account — Private Browsing

LN ]
Q 8t int.qnap.com,

Sign in to QNAP
Account
to continue to ULINK

QNAP Drive Life Prediction
New to DA Drive Analyzer ? Get started here trﬂ a” address or Dh[}ne num...

Password

Powered by

09 ULINK

The DA Portal login page
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DA DRIVE ANALYZER FOR ADVANCED USERS

To navigate to a specific drive, use the left navigation bar.

&« C @ = ulinkda.com 67% 17 @ ® 9

£ Getting Started [ other Bookmarks

@ Help L Alerts 0 Joseph More

All Systems (6) QNA{rBII THC (NAS): NAS ENCLOSURE OPERATING SUMMARY THRESHOLD-BASED ALERTS DRIVE DATA LAST RECEIVED: 03/26/2024 o
3.5" SLOT 4 HDD
Joseph (MAIN) @
Chen-NAS-TS251 (NAS) 2 Al PREDICTIONS: LAST7 DAYS @ LAST PREDICTION DATE: 03/26/2024  PREDICTION DATA COLLECTION LEVEL @
NAS313ATE (NAS) [l
NAS669246 (NAS) B Healthy
QNAS-871T-JC (NAS) =
NAS Enclosure
@ 35° Slot1HDD o Moderate Risk of Failure
@ 35" Slot 2 HDD [15] 100%
@ 35" Slot 3 HDD ®
Severe Risk of Failure
®3.5" Slot 4 HDD. m
0 ke S0 ] Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26
35" Slot 6 HDD o LEVEL
@52 307400 B auLrs (NAS DETECTED ERRORS): Last 7 days (0) @ Faulty @
@ 35" Slot 8 HOD 1]
o o] o O o o] e}
lucky joseph (VIEWER) ©
Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26
QNAPBETA (NAS) s
AE (VIEWER) @
MANUFACTURER: SEAGATE MODEL: ST8000VNO0022-2EL112
Ulink-TS-832X (NAS) B
FIRMWARE REVISION: S5C61
- P .
/ SERIAL #: ZA1CWEPD
o @ \ G A
DRIVE TYPE: HDD
INTERFACE: SATA
DRIVE CAPACITY: 7.28TB RAID TYPE: RAID 6
All product and company names are irademarks™ of registereg® trademarks of their respective holders, Use of them does not imply any affilistion with or endorsement by them
Copyright  ULINK Technalogy, Inc. All Rights Reserved Privacy Policy | Terms of Use

Navigate to the specific drive via the left navigation bar
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o

All Systems (6)
Joseph (MAIN) ©

@

DA DRIVE ANALYZER FOR ADVANCED USERS

Go to the THRESHOLD-BASED ALERTS tab, and expand the SYMPTOM RA-
DAR CHART.

@ ® 8 =

ulinkda.com;

[ other Bookmarks

o 2
,-)‘;;W Powarad by ULINK Tochnology @ Heip O mies €9 Joseph  mare

QNAS-871T-JC (NAS): NAS ENCLOSURE
: 3.57SLOT 4 HDD

A PREDICTIONS | OPERATING SUMMARY ERIGEIZA el E: R 2o YRS

DRIVE DATA LAST RECEIVED: 03/26/2024 @

Chen-NAS-TS257 (NAS] g THRESHOLD-BASED ALERT SUMMARY L] + SYMPTOM RADAR CHART @ D
NASI13A1E (NAS) iii)
NAS669246 (NAS) m g
QNAS-BT1T-JC (NAS) = Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26
NAS Enclosure OTHER DRIVE STATS SATA SMART STATS
®3.5" Slot 1HOD 7-Da SMART ID Mormalized ~ Worst  Threshold Raw Val
B it amel statTypel  AlertCriterial Gl Aehrhanse Trend | swararmsuresio o S WBOl HBOL Nl el
@ 3.5 Slot 2 HOD 1]
Mumber of Reallocation Logi..  lifetime coun..  24-hrchangeisgre.. 60000 654 Raw Read Data Rate 1 4D kY c 3240480
®3.5° Slot 3 HOD 15}
Address Mark Not Found (A... daily count o... Walue is greater than... 0 o Spin-Up Time 3 56 54 o o
® 3.5" Slot 4 HOD 15}
Command Aborted (ABRT) ... daily count o. Walue is greater than,, 0 o Start/Stop Count 4 62 82 14 BaC
@ 3.5" Slot 5 HDD
Device Error Count lifetime coun...  24-hr change is gre... 260 o Reallocated Sectors .., 5 13 13 A 4EABO
@ 3.5" Slot 6 HOD
Drive Not Ready Failure daily count o. nane 0 0 Seek Emror Rate. 7 5D ac 20 T2NBE22
® 3.5" Slot 7HDD
Drive Read Operation Failure  daily counto..  Value is greater than... 0 0 Power-0n Hours (PO, 5 33 33 o A96D
35" Slot 8 HOD m
Drive Write Operation Failure daily count o.. Value is greater than.. ] o Spin Retry Count 10 -7} &4 &1 (]
lucky joseph (VIEWER) @
TG g HostSoftwere Commend Ti. sy count o none 0 0 Power Cycle Count 2 64 & 14 a6
JVEE (VIEWER) © 1D Not Found (IDNF) Count daily count o.. Walue is greater than,, o o End-to-End &rror 184 &1 &4 &3 0
Ulink-TS-B32X (NAS) m
IDENTIFY Failure dallycounto..  Value is greater than... Q o Reported Uncorrecta,. 187 1 1 o 100
Interface CRC Error (ICRC) .. daily count o... Walue is greater than... 0 o Command Timeout 188 &4 64 o 0
Long Latency Read Count dailycounte..  nane 900 200 . ’
High Fly Writes 189 64 64 0 ]
Long Latency Write Count daily counto..  nene 14438 14438
Temperature Differen... 190 37 F 28 32290020
Copyright @ LILINK Technology, inc. Al Rights Reserved Privacy Posicy | Terms of Use

Expand the SYMPTOM RADAR CHART via the THRESHOLD-BASED ALERTS

Here, we see a drive with 3 out of 5 symptom groups experiencing deteriora-
tion (anything less than a score of 10 is deterioration). The SMART symptom
group receives the lowest score of 4. This means that this drive has an approx-
imate 40% chance of being usable a year from now.
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ulinkda.com 7% 17 ® =9

&) Getting Started [ other Bookmarks

orive.

Y o, Powered by ULINK Technaiogy @ Help 0 Alerts € ) Joseph  More

Al Systoms (6 INAS-B71TJC (NAS): NAS ENCLOSURE 1 5
ystems (6) 93 e lar:no ) A PREDICTIONS ~ OPERATING SUMMARY R ey DRIVE DATA LAST RECEIVED: 03/26/2024 ©
Joseph (MAIN) ©
) o THRESHOLD-BASED ALERT SUMMARY (7) © +]  SYMPTOM RADAR CHART © (=
NAS313ATE (NAS) = Drive-Detected Issues
5 > ¥ ¢ ° @ o b
NASBEI246 (NAS) B 8
QNAS-871T-JC (NAS) ] Mar 20 Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26 5
1 SMART. Host-Detected Issues
R o OTHER DRIVE STATS 2
®35° Siot 1HOD o Latest 24hr change 703% a.
Stat Name] Stat Type | Alert Criteria | Value | 1 Tnlnd
@ 35" Slat 2 HDD 5]
Number of Reallocation Logi...  Ifetime coun..  24-hr change is gre.. 60000 664
® 35" Slot 3 HDD o
Address Mark Not Found (A daily counto..  Value is greater than.. O 0
®3.5" Slat 4 HOD o Self-Test Temperature
Command Aborted (ABRT) .. daly counto..  Value is greater than.. O 0
® 35" Slot § HDD |
Device Error Count lifetime coun...  24-hr change is gre.. 280 0
@ 35° Slota HDD o SATA SMART STATS
Drive Not Ready Failure daily count ... nene 0 0
® 38 Slot THOD o SMARTATTRIBUTES | O}, SWARTID  Normalized  Worst  Threshold  Raw Values
! DE H H H H
Drive Read Operation Failure  daily counto..  Value s greater than..  © 0 L) L L G o
B 2SSy o Raw Read Data Rate 1 I ) 2¢ 3240460
Drive Write Operaticn Failure  daily counto..  Value is greater than.. 0 0
lucky joseph (VIEWER) ©
§ -Up Ti 3 56 54 1] o
Hast Software Command Ti..  daily counto..  none ) o o *
QNAPBE7A (NAS) ]
N (VIEWER) © ID Not Found (IDNF) Count daily counto...  Value is greater than.. O 0 SEmon Coukt 4 s - " e
Ulink-TS-832X (NAS) B penmFY Failure daily count .. Value is greater than... 0 0 Reallocated Sectors L 3 L A 4EABO
Interface CRC Error (ICRC) .. daily counto..  Value is greater than.. 0 0 s 7 50 3 20 A20IN6 20
Long Latency Read Count daily count o. none 900 900 Power-On Hours (PO... 9 a3 33 0 A96D
Long Latency Write Count daily count o. none 14438 14438 Spin Retry Count 1 64 64 61 0
Copyright © ULINK Technology,Inc. All Rights Reserved Privacy Policy | Terms of Use

Click on a symptom group to highlight it's respective health metrics.

Clicking on a symptom group highlights health metrics related to that group,
as we can see by clicking on the Drive-Detected Issues group below. A quick
glance tells us that within the Drive-Detected Issues group, several health
metrics are showing elevated values, such as the number of reallocated logical
sectors, device error count, and ASR events.
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All Systems (6)
Joseph (MAIN) @

Chen-NAS-TS251 (NAS)

DA DRIVE ANALYZER FOR ADVANCED USERS

@ @ 8 =

[3 other Bookmarks

ulinkda.com;

€) Joseph  More ~

@ Help

0 Alerts

QNAS-871T-JC (NAS): NAS ENCLOSURE
: 3.57SLOT 4 HDD

Al PREDICTIONS

Qe UV LR  THRESHOLD-BASED ALERTS

DRIVE DATA LAST RECEIVED: 03/26/2024 &

THRESHOLD-BASED ALERT SUMMARY o + SYMPTOM RADAR CHART @&

m
NASZ13AIE (NAS) m Drive-Detected Issues
o
NASBEI246 [NAS) m A
QNAS-871T-JC (NAS) = 8
SMART. Hosi-Detected |ssues
LS L OTHER DRIVE STATS
3.5 Slot 1 HOD 7-Da
® L - StatTypel  Alert Criteria Wi SR 'rm[ni
® 3.5 Slot 2 HOD 5]
Number of Reallocation Logi..  fifetime coun..  2d-hr changeisgre.. 60000 864
#35° Slot 3HOD 15}
Device Error Count lifetime coun...  24-hr change is gre... 260 o
® 3.5" Slot 4 HDD 5] Self-Test Temperature
Number of ASR Events lifetime coun..  none 47 o
® 3.5° Slot 5 HOD
Number of Hardware Resets lifetime coun...  none 403 o
@ 3.5" Slot 6 HOD
Mumber of High Priority Unl... lifetime coun..,  none 683 o
® 3.5° Slot 7 HDD
Number of Interface CRC Er..  lifetime coun..  24-hr change is gre... Q o
@ 35" 5ot 8 HDD 5]
Mumber of Mechanical Start..  lifetime coun...  24-hr change is gre.. 0 o
lucky joseph (VIEWER) @
Number of Reallocation Can..  lifetime coun..  24-hr change is gre... Q o
QNAPEE7A (NAS)
VEL (VIEWER) © I Number of Reperted Uncorr,, running total.., 24-hr change is gre... % I o
RS B B number of Resets Between .. lifetime eoun..  none 0 o
Physical Element Status Ch... lifetime coun...  24-hr change is gre... Q o
Read Recovery Altempts lifetime coun...  none 0 o
SMART Device Error Count running total..  24-hr change is gre... 260 I o
Copyright @ ULINK Technalogy, inc. Al Rights Reserved Privacy Policy | Terms of Use

Health metrics show elevated values.

Each of the elevated symptoms potentially tells us something about the prob-
lems that this drive is experiencing. For example, the increased number of
high-priority unload events (5th symptom from the top) indicates that the drive
may have experienced shock or power supply issues in the past that necessi-
tated emergency retraction of the read/write head.

Threshold Alerts

Threshold Alerts are a feature of the DA Drive Analyzer, which is similar to

the Symptom Radar Chart in that it can help you pinpoint the cause of drive
problems. Unlike the Symptom Radar Chart, it does not rely on ML. Instead,
ULINK triggers this alert system whenever certain important symptoms exceed
a predefined threshold.
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The easiest way to see Threshold Alerts in the DA Portal is by clicking on Alerts
in the DA Portal.

(® Help [ Alerts ) Joseph More

All systems (6] ALL SYSTEMS
domech (MAIN) ° Al PREDICTION: DRIVE HEALTH @
Chen-NAS-TS251 (NAS) &
- NAS313ATE (NAS) = 0/ 22 drives 3/ 22 drives 13 / 22 drives 0 / 22 drives 0/ 22 drives
(] L ] L (] L ]
NASE69246 (NAS] =
GNAS-B71T-IC (NAS) FEll  sevesmskorravRe | T ey ] eenone |
lucky Joseph (VIEWER) & Al PREDICTION ALL SYSTEM ALERTS @
[ GNAPGETA (NAS) & 8 7 Days ast Day
L (VIEWER) @
7 A 1
- Ulink-TS-832X {NAS) [
6
SERVICE STATUS
5 Tats Dirves 35 o
$ N Uicensed Drives 22 o
- | Weadoins 22 °
a3 Insctive Drives [} o
2
; DRIVE TYPES
| | 8
O - —_— — — —_ — —_— — —_— 22 Drives
Josey Joseph Joseph Joseph Tucky joseph $sD
Chen-NAS-TS251 NASZ1ZAIE NASBEO246 QNAS-871T-JC QNAPEETA 0 Drives
FAULTY DRIVES (WITH NAS-DETECTED ERRORS) {0) @ ENCLOSURE TYPES
B
NO FAULTY DRIVE(S) DETECTED 6 Enclosures
g EXPANSION
1 Enclosure
Copyright @ ULINK Technolagy, Inc. All Rights Reserved Privacy Policy | Terms of Use

Click on Alerts in the DA Portal's top navigation to view Threshold Alerts.
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Then select Threshold-Based Alerts on the filter and hit Submit.

@ Help 0 aerts ) Joseph

+ Dashboard ALERTS
Filter Systems Name @ Location | Date/Time [ @
Al -
[ Threshold-Based Alert 1 Number of Reallocation Logical Sectors fell outside of its normal .. QNAS-871T-JC: NAS Enclosure : 3.5 Slot 4-ZA1CWEPD 03/27/2024 08107 AM
Filter Alerts
Hher [ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ... QNAS-871T-JC ; NAS Enclosure ; 3,57 Slot 4-ZA1CWEPD 03/26/2024 0807 AM
A Alert . .
[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal .. QNAS-871T-JC : NAS Enclosure : 3.5 Slot 4-ZA1CWEPD 03/25/2024 08:07 AM
Fault Alert
I - DI [ Threshold-Based Alert ] Temperature Difference from 100 fell outside of its normal range,  QNAPBETA ; NAS Enclosure ; 3,5% Slot 4-ZATFTTEN 0372472024 1057 AM
e [ Threshold-Based Alert ] Temperature Difference from 100 fell ourside of its normal range.  QNAPG7A : NAS Enclosure : 3.5° Slot 3-ZA1FE74G 03/24/2024 10:56 AM
[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ... QNAS-871TJC : NAS Enclosure : 3.5" Slot 4-ZA1CWEPD 03/24/2024 08:07 AM
Filter Dates.
[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ... QNAS-871T-JC ; NAS Enclosure ; 3,57 Slot 4-ZA1CWEPD 0342372024 0807 AM
20211113
[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ... QNAS-871TJC : NAS Enclosure : 3.5" Slot 4-ZA1CWEPD 03/22/2024 08:07 AM
W24.03:27
e QMAS-BT1T-JC ;: NAS Enclosure ; 3.5 Slot 4-ZA1CWEPD 0372172024 09,16 AM
.~ QNAS-B71T-JC : NAS Enclosure : 3.5 Slot 4-ZA1CWEPD 03/20/2024 09:16 AM
- QNAS-871T-JC: NAS Enclosure : 3.5" Slot 4-ZA1CWEPD 03/19/2024 09:16 AM
.~ QNAS-B71T-JC : NAS Enclosure : 3.5 Slot 4-ZA1CWEPD 031872024 09:16 AM
- QNAS-871T-JC: NAS Enclosure : 3.5" Slot 4-ZA1CWEPD 03/17/2024 09:16 AM
- QNAS-B71T-JC : NAS Enclosure : 3.5" Slot 4-ZA1CWEPD 03/16/2024 0916 AM
.~ QNAS-B71T-JC : NAS Enclosure : 3.5 Slot 4-ZA1CWEPD 03/15/2024 0916 AM
showing 1-15 of 155 * 203 4 5 .1 .
Copyright @ ULINK Technalogy, nc. All Rights Reserved Privacy Polity | Terms aof Use

Select Threshold-Based Alerts on the filter, and hit Submit.

4 Go to Table of Contents



14

DA DRIVE ANALYZER FOR ADVANCED USERS

¢ Dashboard

Filter Systems
Al

Filter Alerts

Al Alort
Fault Alert

Threshold-Based Alert [ o]

SELECT ALL ALERTS

Filter Dates

2021-11-13

8o

2024-03-27

Submit

Copyright © ULINK Technolagy, Inc. All Rights Regerved

Threshold Alerts will appear on the table to the right. Click on the slot of any
Threshold Alert to go to the drive that generated the Threshold Alert.

ALERTS

Name @

[ Threshold-Based Alert | Number of Reallocation Logical Sectors fell outside of its normal .

[ Threshold-Based Alert ] Temperature Difference from 100 fell outside of s normal range,

[ Threshold-Based Alert ] Temperature Difference from 100 fell cutside of its normal range.

[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ...
[ Threshold-Based Alert ] Number of Reallocation Logical Sectors fell outside of its normal ...

[Threshold-Based Alert L outsi its nrl

LTh Based Alert ] fR - ical S . ; i

Shewing 1-15 of 155

Click on the Slot of the specific Threshold Alert.

Location |

QNAS-B71T-C msrnrln-,umcwcpn
QNAS-B71T-JC : NAS Enclosure : 3.5" Slot 4-ZAICWEPD
QNAS-B71T-JC : NAS Enclosure : 3.5" Slot 4ZA1CWEPD
QNAPGG7A : NAS Enclosure : 3.5" Slot &ZATFTTEN
QNAPGE7A : NAS Enclosure : 3.5° Slot 3-ZA1FBTAG
QNAS-B71T-JC : NAS Enclosure : 3.5" Slot 4ZA1CWEPD
QNAS-871T-JC : NAS Enclosure : 3.5° Slot 4-ZAICWEPD
QNAS-B71T-JC : NAS Enclosure : 3.5" Slot 4ZA1CWEPD
QNAS-871T-JC : NAS Enclosure : 3.5° Slot 4-ZAICWEPD
QNAS-871T-JC : NAS Enclosure : 3.5° Slot 4-ZAICWEPD

QNAS-871TJC : NAS Enclosure : 3.5" Slot 4 ZA1CWEPD

.. QNAS-BTIT-JC: NAS Enclosure : 3.5" Slot 4-ZA1CWEPD

QMNAS 871T-JC : NAS Enclosure : 3.5 Slot 4 ZA1CWEPD
QNAS-871TJC : NAS Enclosure : 3.5" Slot 4 ZA1CWEPD

QMAS-871T-JC : NAS Enclosure : 3.5% Slot 4-ZA1CWERD

.nlads,,n

(® Help [ Alerts B Joseph

Date/Time 1 @

0372772024 08:07 AM

03/26/2024 08:07 AM

03/25/2024 08:07 AM

0372472024 10:57 AM

03/24/2024 10:56 AM

03/24/2024 08:07 AM

03/23/2024 08107 AM

03/22/2024 08:07 AM

03/21/2024 0916 AM

03/20/2024 0916 AM

03/19/2024 0%:16 AM

03162024 0916 AM

0317/2024 05:16 AM

03/16/2024 09:16 AM

037152024 0516 AM

Once you are at the drive level, click on the Threshold-Based Alerts tab. The
top left will display recent dates in the form of orange dots where threshold

alerts have occurred.
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All Systems (6) QNAS-BT1T-JC (NASE: NAS ENCLOSURE Al PREDICTIONS  GPERATING SUMMARY RIS TRRER G P DRIVE DATA LAST REGEIVED: 03/27/2024 @
oseph (MAIN) & — —
R THRESHOLD-BASED ALERT SUMMARY (7) @ [+ SYMPTOM RADAR CHART @ [
Chen-NAS-TS261 (NAS) :::
NAS313A1E [NAS) [ - - . . - - .
NASBE9246 (NAS) m
Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26 Mar 27
QNAS-B71T-JC (NAS) =
R OTHER DRIVE STATS SATA SMART STATS
Sl ) = 7oay SMARTID  Mormalized ~ Worst  Threshold  Raw Val
i Latest  24-hr change rmal ‘alues
L (VIEWER) © Stat Name] Stat Type [ Alert Criteria | value | 1 Yu'n SMART ATTRIBUTES | & 3 DEC) T (HEX)] (HEXL HBOT THEX)T
USRS ST AS B Number of Reallocation Loal..  Ilfetime coun..  24-hr change ls are.. 60344 344 Raw Read Data Rate 1 53 el 2 8781016
Address Mark Not Found (4. daily counto..  Value s greater than... o ] Spin-Up Time 3 56 54 o o
Command Aborted (ABRT) .. daily counto..  Value is greater than... [ ] Start/Stop Count ] 62 62 14 BSC
Device Error Count lifetime coun.,  24-hr change is are... 260 o Reallocated Sectors .. 5 2 12 A 4EBBS
Drive Not Ready Failure daily counto..  none [ ] Seek Error Rate 7 50 ac 0 72820281
Drive Read Operation Failure daily counto..,  Value is greater than.., ] 0 Power-0n Hours (PO.. a a3 33 o ADES
Drive Write Operation Failure  daily counto..  Value is greater than... [ ] Spin Retry Count 10 64 64 61 o
Host Software Command Ti..  daily counto..  none o o Power Cycle Count 12 B 4 14 ac
1D Mot Faund (IDNF) Count daily counto...  Value is greater than... [ ] End-to-End srror 04 " o & o
IDENTIFY Fallure daily counto..  Value is greater than... ] ] Rep Uncarrecta.. 187 1 1 0 108
Intert; fraf {ICRC) ... i Nt O... i 3
mterface CRC Error {ICRC) daily count o, Value is greater than, [} o Command Timeout 188 64 o4 ° °
Long Latency Read Count daily counto..  none 855 855 i i
High Fly Writes 189 84 64 ] o
Long Latency Write Count daily count 0., nane 13142 13142
Temperature Differen... 190 a7 F 28 32290020

Copyright @ ULINK Technology, ne. All Rights Reserved

ey | Terms of Use

Threshold alerts for recent dates are shown on the top left as orange dots.

An orange trend symbol will indicate individual threshold alerts at the bottom
left or bottom right.

Al Systems (6) QNAS-B71T-JC (NAS): NAS ENCLOSURE AIPREDICTIONS  OPERATING summary JRETETIILETES YT DRIVE DATA LAST RECEIVED: 03/27/2024 @
[ THRESHOLD-BASED ALERT SUMMARY (7) @ [+ SYMPTOM RADAR CHART @ [
Chen-NAS-TS251 (NAS) = SATENL FE DA
NAS313ATE (NAS) ] . . . . . . -
NASEE245 (NAS) m
Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26 Mar 27
QNAS-B71T-IC (NAS) =
Rt IR ERE OTHER DRIVE STATS SATA SMART STATS
AR = Doy SMARTID  Normalized ~ Worst  Threshold  Raw Val
i Latest  24-hr chas . rmal 'alues
e Stat Name] Stat Type | Alert Criteria e ghange Tren SMART ATTRIBUTES | O & o el o ] vk
DR B Number of Reallocation Loal..  Ilfetime coun..  24-hr change is gre.. 60344 344 D Raw Read Data Rate 1 53 El ES 8781016
Address Mark Mot Found (A daily counto..  Value is greater than.. o o Spin-Up Time a 56 54 ] 0
Command Aborted (ABRT) .. daily counto..  Value is greater than... o o Start/Stop Count 4 62 62 1 BSC
Device Error Count Ifetime coun..  24-hr change isgre.. 260 o Reallocated Sectors .. 5 12 12 A AEBBE
Drive Not Ready Failure daily counto..  none o o Seek Error Rate 7 50 30 0 72820281
Drive Read Operation Failure daily counto..  Value is greater than... o o Pouwer-On Hours (PO... ] a3 33 o A985
Drive Write Operation Failure  daily counto..  Value is greater than... o o Spin Retry Count 10 64 P &1 o
Host Software Command Ti... daily counto...  none ] o Power Cycle Count 12 64 &4 14 ac
1D Not Found {IDNF] Count daily count 0. Value is greater than... o o Endsto-End efror - 2 o P a
I ul il [t .
DENTIFY Fallure daily counto...  Value is greater than... o 0 Rep Uncorrecta.. 187 1 1 o 104
I i ICRC) ... h ar ot
mterface CRC Error {ICRC) daily count o, Value is greater than, ] [ CGommand Timesut 183 84 o o °
Long Latency Read Count daily counto..  none 855 855
High Fly Writes 189 [ 64 o o
Long Latency Write Count daily counto..  none 13142 13142
Temperature Differen... %0 37 F 28 32280020

1t @ ULINK Technalogy, inc. All Rights Reserved

iz | Terms of Use

Individual threshold alert on the bottom right with an orange trend symbol.
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16 DA DRIVE ANALYZER FOR ADVANCED USERS

In the example drive above, the health metric, the number of reallocated log-
ical sectors, changed in the last 24 hours, which triggered a Threshold Alert.
Clicking on the trend symbol allows us to view this metric over the last 7 days,
revealing a recent elevation that suggests damage to the disk’s surface.

Number of Reallocation Logical Sectars

800

600

400

200

Mar 21 Mar 22 Mar 23 Mar 24 Mar 25 Mar 26 Mar 27

Clicking on the trend symbol shows the metric of the last 7 days.

4.B. DA Monitor

There may be times when an advanced user, such as an IT manager, needs to
monitor the health of drives for several people, each of whom has one or more
computer or NAS systems monitored by a DA Drive Analyzer. The fastest way
to do this is to use DA Monitor, which allows for quick and centralized drive
monitoring.

DA Monitor is a desktop application that lets you add DA Drive Analyzer users
and then view the number of at-risk drives for each user at a glance. It runs on
Windows and Mac.

You can download DA Monitor from https://ulink-da.com/da_monitor/.

Once you have installed the application, you can create your first account by

clicking Add Account. Follow the instructions and enter the account name and
password for the user you are trying to add.
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»: DA Monitor

(Formerly DA Desktop Suite)

Drive Analyzer®

L XX ]
Drive Health Monitoring Powered by ULINK's DA Drive Analyzer™ eee

Accounts (0)

SO+ Add Account

Copyright © ULINK Technology

Add your first account by clicking on Add Account
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18 DA DRIVE ANALYZER FOR ADVANCED USERS

To add additional user accounts, click on the Add Account button, which looks
like a user profile.

DA Monitor

. A ha LSkt Suita)
A Tp— {Formerly DA Desktop Suite)

Accounts (1) A\

Q) Search for an account =

) Joseph

joseph.chen@ulinktec..  03/28/2024 1:51 AM

Licensed Drives: 22 [ 36 n [1
00 @6 20 | ©O0

Copyright ©@ ULINK Technalagy

Click on the Add Account button to add additional user accounts.

If a user has any drives predicted to fail soon by DA Drive Analyzer, you will
see a non-zero number next to the red (Severe Risk) or yellow (Moderate
Risk) icons. In the aforementioned example, a “3” appears next to the yellow
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Moderate Risk icon, indicating that Joseph, the user, has three drives on the
verge of failure.

To check the location of these 3 drives in the DA Portal, click on the logo on
the top left corner of the user’s card, which will take us to the DA Portal.

DA Monitor

= Formerly DA Desktop Suite’
Drive Analyzer ® { HET) ap )

Drive Health Monitoring Powered by ULINK's DA Drive Analyzer™ 333

Accounts (1) A\

Q. Search for an account = 3

oseph
whh.chen@ulinktec..  03/28,/2024 11:51 AM

Licensed Drives: 22 ] 36 @
00 @6 =20 | Q0

Copyright @ ULINK Technalagy

Click on the logo on the top left corner of the user's card to check the location of the drives.
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20 DA DRIVE ANALYZER FOR ADVANCED USERS

Once we are in DA Portal, we can click on the yellow MODERATE RISK OF
FAILURE (or the red SEVERE RISK OF FAILURE if DA Portal showed any red
Severe Risk drives), which will take us to a table containing the three drives we
saw in DA Monitor.

<« C @ |O Sh 5= https:/fanap.ulinkda.com/dashboard/all-systems 67% ﬂfl L ® 5 =

) Getting Started [J other Bookmarks

@ Help [ Alerts ) Joseph  More ~

All Systems (8) ALL SYSTEMS

G Al PREDICTION: DRIVE HEALTH @

Chen-NAS-TS251 (NAS) :ii]
NAS313ATE [NAS) i 0/ 22 drives 3 / 22 drives 0/ 22 drives 0/ 22 drives
o ° ° ° 0
NASE69246 (NAS) m
QNAS-B71T-C (NAS) m I | [ eivone | Al PREDICTION UNSUPPORTED
lucky joseph (VIEWER) © Al PREDICTION ALL SYSTEM ALERTS @
QNAPBETA (NAS) i} 8 ot Lt
VEL (VIEWER) @
7 IV ANEE
- Ulink-TS-832X (NAS) i) 1
-]
SERVICE STATUS
5 35 °
g, 22 °
5 5 22 °
3 6 °
2
4 DRIVE TYPES
| 1 (@)
Q - — — — — — — —_— — —_— 22 Drives
Joseph Joseph Joseph Joseph lucky.joseph ssD
Chen-NAS-TS251 NAS3TIATE NASEB2246 QNAS-B71T-JC QNAPGETA 0 Drives
FAULTY DRIVES (WITH NAS-DETECTED ERRORS) (0) @ ENCLOSURE TYPES
m -
NO FAULTY DRIVE(S) DETECTED 6 Enclosures
= EXPANSION
1 Enclosure
Copyright @ ULINK Technolagy, Inc. All Rights Reserved Privacy Policy | Terms of Use

A table containing the three drives we saw in DA Monitor.

In this table, we can see the computer or NAS system, drive enclosure, and
slot number of the three yellow Moderate-Risk drives, which let’s locate the
physical drives.
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) . _e

&« C @ O £ 2 https://gnap.ulinkda.com/dashboard/all-drive-health?health_type=MODERATE&dashboarc 67% Ty L el 5 =

Firefox account
) Getting Started [y utner sookmarks
Powered by ULINK Technology @ Help L1 Alerts 0 Joseph More -

« Dashboard Al PREDICTION: Moderate Drives (3)
Drives Account System | Typel Enclosure Slot

All Licensed Drives. Joseph Chen-NAS-TS251 NAS NAS Enclosure 3.5"slot 1

Risk Of Fail
SIS ABLOEMIDIS Joseph NAS313A1E NAS NAS Enclosure Slot 3
Moderate Risk Of Failure
Joseph QNAS-B71T4C NAS NAS Enclosure 35" slot 4
Healthy
Pending

Al Prediction Unsupported

Copyright & ULINK Technelogy, Inc. All Rights Reserved Privacy Policy | Terms of Use

Clicking on the slot number of any of these drives to view that drive's page.

Clicking on the slot number of any of these drives will take us to that drive’s
page, where we can see recent health trends for that drive as well as its serial
number.
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“~ C @ QO G &= hitps://qnap.ulinkda.com/dashboard/system/21/rack/21/drive/907activeTabParam=Al_PREL 7% 7 y @ 9

) Getting Started

(] other Bookmarks

@ Help Alerts ) Joseph

DRIVE DATA LAST RECEIVED: 03/27/2024 ©

All Systems (6) CHEN-NAS-TS251 (NAS). NAS ENCLOSURE: Qe UL OPERATING SUMMARY  THRESHOLD-BASED ALERTS

LAST PREDICTION DATE: 03/28/2024 PREDICTION DATA COLLECTION LEVEL @

Joseph (MAIN) ©
Al PREDICTIONS: LAST 7 DAYS @
I Chen-NAS-T$261 (NAS)

| NAS Enclosure
Healthy
® 35" Slot 1HDD
@ 35" Slot 2 HDD ®
NAS313ATE (NAS) Moderate Risk of Failure
NASB69246 (NAS) i
100%
QNAS-871T-JC (NAS) =
Ricklossh (VEWER) 2% Severe Risk of Failure
QNAPB67A (NAS) ::]
5L (VIEWER) @
AR CS - Mar 22 Mar 23 Mar 24 Mar 25 Mar 26 Mar 27 Mar 28
ink-TS-
nl LEVEL
FAULTS (NAS-DETECTED ERRORS): Last 7 days (0) @ Faulty @
O o o o] O o] o
Mar 22 Mar 23 Mar 24 Mar 26 Mar 26 Mar 27 Mar 28
MANUFACTURER: HGST MODEL: HGST HUH721008ALEG00
FIRMWARE REVISION: LHGNT21D
. oe SERIAL #: 7SGOEH2C
[s]7] DRIVE TYPE: HDD
INTERFACE: SATA
DRIVE CAPACITY: 7.28TB RAID TYPE: JBOD
All product and company names are trademarks™ o registered® trademarks of their respective hokders. Use of them does not imply any affiiaticn with or endorsement by them
Privacy Policy | Terms of Use

Copyright ® ULINK Technology, Inc. All Rights Reserved

The Drive's page with its health trends and its serial number.
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5. WHAT SHOULD YOU DO WHEN A DRIVE IS AT RISK?

What should you do if you see a drive that has been predicted Moderate Risk
or Severe Risk by the DA Drive Analyzer?

To protect your data, we recommend either backing up that drive immediate-
ly and frequently going forward or replacing it. Two levels of risk, Severe and
Moderate, are provided by the DA Drive Analyzer so that the user can better
weigh how to act based on their risk tolerance, budget, and SLAs in the case
of businesses.

Once at-risk drives have been identified, advanced users can additionally
explore the cause of drive deterioration with the Symptom Radar Chart, or
Threshold Alerts.

Perhaps the drive enclosure temperature is excessive. Or perhaps a loose
cable is causing problems. With these features, the DA Analyzer can help you
pinpoint possible causes of drive failures.
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